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Sanctions enforcement: A new era

U.S. Deputy Attorney General Lisa Monaco has called sanctions “the new FCPA.”™ The EU has
issued a proposal that would make sanctions evasionan EU crime.? The U.K.’s Office of
Financial Sanctions Implementation (OFSI) is under pressure from key global partners to step
up its enforcement activity.3 These developments are just a few of the signs that the national
security considerations of the Russian sanctions have coalesced the Western allies and are
ushering in a new era of sanctions enforcement for sanctions evaders and facilitators —
including financial institutions.

In the coming months and years, global sanctions enforcement regimes will sharpen their focus
on sanctions compliance programs of financial institutions — and the identification of sanctions
risk in particular — as the Russian sanctions raise the stakes for accountability among
institutions to pre-empt prohibited activity.

Although Western allies historically have been more aligned on sanctions enforcement in
sentiment than in practice, countries with historically loose enforcement regimes, alongside
their regulators, are strengthening their stances, undoing the disconnect that has enabled global
financial institutions to manage sanctions risk differently acrossthe enterprise. Institutions
should recognise this shifting dynamic and plan for convergence in enforcement activity.

Below, we highlight the advances in sanctions enforcement in the U.S., the EU and the U.K. We
focus on these jurisdictions specifically because they serve as domiciles and/or strategic markets
for such a substantial number of organisations, broadening the reach of their sanctions
programs.
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U.S. enforcement

The U.S. has along track record of aggressive sanctions enforcement. Since 2017, the Office of
Foreign Assets Control (OFAC) has issued 87 fines totalling $1.53 billion. 4 Still, the aggregate
amount reflectsa $1.3 billion single fine> that the U.S. levied against an individual financial
institution that was charged with wilful violations of U.S. sanctionsin 2019 and is overshadowed
by an $8.9 billion single fine®in 2014.

Monaco’s comparison of sanctions to the FCPA highlights sanctions evasion as a corporate
crime, which, like terrorist financing and cybercrime, threatens national security and is
therefore likely to receive heightened attention from a number of U.S. agencies, including the
Department of the Treasury (DOT), the Department of State (DOS), the Department of
Commerce (DOC) and the Department of Justice (DOJ).

Since the onset of the war in Ukraine, the world has observed the DOJ’s resources at work,
notably via the creation of Task Force KleptoCapture, which complements the transatlantic task

forcelaunched by the U.S., leaders of the European Commission, France, Germany, Italy, the
U.K. and Canada to identify and seize the assets of sanctioned individuals and entities globally.
OFAC has broadened its enforcement scope beyond the financial servicesindustryto the freight”
and mining® industries.

EU enforcement

The EU faces a fundamental obstacle in its administrative structure. Unlike the U.S., the 27-
nation bloclacks a central enforcement agency. The EU framework divides sanctions
enforcement powers between Brussels — which, as the de facto EU capital, sets the EU’s
sanctions policy — and the member states, ministries and supervisors, which are required to
interpret the EU’s sanctions obligation and draft and implement their own guidance. Member
states are expected to have in place effective, proportionate and dissuasive penalties, and to
enforce them when EU sanctions are breached.?
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The weaknessesin the EU’s federated approach to enforcement and the narrow application of
EU sanctions, which generally require compliance only by a subject and/or entity with a clear
EU nexus, jurisdiction, nationality or incorporation, have been on display particularly this year
amid the global rollout of the Russian sanctions.

Marking an inflection point, in May, the EU proposed criminalising sanctions violations, a
strategically important move that would unify the EU’s fragmented sanction policy. Under the
proposal, EU governments would have authority to confiscate assets of subjects and entities that
evade EU restrictions against Russia, while service providers that advise Russians on masking
control and ownership and/or circumventing restrictions would be penalised.

U.K. enforcement

As the war in Ukraine has progressed, the U.K. has been criticised for beingless active in its
censure of sanctions breaches than other countries and is under global scrutiny and pressure to
make policy and implementation improvements. Since its creation of OFSI in 2016, the U.K. has
issued just six fines totalling approximately £21 million. Recognising that it is out of step with
allies, the U.K. has sought to change the legal tests and powers of sanctions enforcement.

Notably, in June, the U.K. passed the Economic Crime (Transparency and Enforcement) Act

2022 to operateits sanctions enforcement program on a strict liability basis. Under the
legislation, enforcement action s triggered by evidence of a sanctions violation, rather thana
subject or entity’s awareness of it. Previously, the test required that the subject orentity “knew”
or had “reasonable cause to suspect”that its conduct breached a financial sanction or that it had
failed to comply with its obligations underthe regime. This change is significant, as it not only
aligns the U.K. sanctions regime more closely with the U.S. model but also removes the
incentive for entities to avoid conducting due diligence to protect themselves. Further, the bill
allows OFSI to publicise cases of sanctions violations that do not resultin a penalty.

The role of the financial services regulators

As financial institutions continue to face significant legal, regulatory, operational and
reputational risks related to their implementation of the Russian sanctions, financial services
regulators globally will play an increasingly significant role in identifying and referring to law
enforcement potential violations of law.

Exacerbating the situationis the reach of sanctions risks, which spans the enterprise-wide
financial crime compliance program and overlaps with other areas such as knowyour customer
(KYC), transaction monitoring (TM) and investigation, and reporting. Moreover, sanctions
control breakdowns, such as a growing sanctions-alert backlog, may expose program
deficiencies that result in additional penalties and/or fines. Cooperation with regulators,
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including self-disclosures and timeliness of disclosures, will remain key to global strategies for
navigating potential violations, fines and exposure.

Actions financial institutions should take

The adaptation of global sanctions enforcement policies has implications for sanctions risk
management in the current climate, and financial institutions should reposition themselves
accordingly, beginning with the following actions:

¢ Refresh risk assessments and socialise results: Refresh your annual sanctions-
specific risk assessment, and review results to determine whether they are in line with the
institution’s risk appetite. Adequately identify the institution’s current sanctions risk profile
quantitatively and qualitatively. Report results and risk trending to senior management and
the board.

¢ Review due diligence processes: Reviewyour direct and indirect sanctions risk
exposure frequently and consistently. Ensure that policies and procedures applied during
the due diligence process are risk appropriate and teams are adequately skilled up to identify
and address the risks.

¢ Optimise use of data and technology: Reviewwhat sanctions technology is in place and
assess what is working and failing. Boards and senior management should conduct internal
reviews to assess what business units and/or legal entities need to enhance its sanction
screening capabilities, including internally developed tools, vendor-supported technology
and third-party data sources.

o Instil a strong culture of compliance: Promote sanctions compliance through a strong
tone at the top. Consider deploying global surveys to gain an understanding of where your
workforce identifies strengths and weaknesses within the sanctions program. Couple the
results with peer industry benchmarking to identify trends and emerging risks.

¢ Promote the importance of self-disclosures: Review and socialise self-disclosure
process, policies and training across all three lines of defence. When assessing penalties,
regulators consider the nature of noncompliance, and self-disclosure can help lessen the
severity of a fine. Senior compliance and legal stakeholders should be actively engaging with
their regulators on expectations, examination themes and focus areas.

¢ Conduct targeted audits and testing: Perform frequent periodicand targeted
sanctions-specificaudits and quality assurance and control testing to ensure that the
sanctions controlinventory is complete, mapped to risk and working effectively.
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Conclusion

The impact of the Russian sanctions is not fully realised and many policy amendmentsunder
development have yet to gain momentum and/or are modest in scope. However, the changes
over the last several months are a significant step in the right directionto ramp up pressure on
Russia to end its war against Ukraine.

Sanctions risks for compliance programs will remain elevated. And though not all financial
institutions face the same challenges managing the current sanctions environment, many will be
tested as they manoeuvre though this unchartered territory. More than ever before, financial
institutions need to ensure that their sanctions compliance controls are not only robust but also
in line with global requirements, and undertake practices to manage the pressures that will
continue to present themselves for the foreseeable future.
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regulatory obligations and reduce their financial crime exposure using a combination of
AML/CTF and sanctions risk assessment, control enhancements and change capability to
deliver effective operational risk and compliance frameworks. Our team of specialists assists
organisations with protecting their brand and reputation by proactively advising on their
vulnerability to financial crime, fraud and corruption, professional misconduct, and other

financial business risk issues.

Contacts

Carol Beaumier

Senior Managing Director
Risk & Compliance
Protiviti— New York
carol.beaumier@protiviti.com

Christine Reisman

Managing Director

Risk & Compliance

Protiviti— St. Louis
christine.reisman@protiviti.com

Bernadine Reese

Managing Director

Risk & Compliance

Protiviti— London
bernadine.reese@protiviti.co.uk

Protiviti (www.protiviti.com) is a global consulting firm that delivers deep expertise, objective insights, a tailored approach, and unparalleled
collaboration to help leaders confidently face the future. Profiviti and our independent and locally owned Member Fims provide clients with consulting
and managed solutions in finance, technology, operations, data, analytics, governance, risk, and internal audit through our network of more than 85

offices in over 25 countries.

Named to the 2022 Fortune 100 Best Companies toWork For®list, Protiviti has served more than 60 percent of Fortune 1000 and 35 percent of Fortune
Global 500 companies. The firm alsoworks with smaler, growing companies, including those looking togo public, as wel as withgovemment agencies.
Protiviti is a wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P 500 index.

© 2022 Protiviti Inc. An Equal Opportunity Employer M/F/Disability/Veterans. PRO 0422 . .. o
Protiviti is not licensed or registered asa public accounting firm and does not issue opinions on financial p rot I V I t I @

statements or offer attestation services.


https://www.protiviti.com/
https://fortune.com/company/protiviti/best-companies/
mailto:carol.beaumier@protiviti.com
mailto:christine.reisman@protiviti.com
mailto:bernadine.reese@protiviti.co.uk

